Central Bank of Oman

BDD/CBS/CB/2019/3287
/0 June 2019

To: All Licensed Banks

Operating in the Sultanate of Oman

After compliments,

Sub:

OmanNet Payment Gateway Security Regulations & Guidelines

The mobile and payments ecosystem is complex and dynamic,
While security capabilities are evolving, attackers continue to
explore new avenues, including through mobile devices, to commit
malicious activities such as sensitive data exfiltration or fraud.

In order to establish a level of confidence in the security of mobile
payment applications and align security controls, Central Bank of
Oman wishes to publish minimum-security requirements for
merchants using €-Commerce acquiring service in Oman.

Considering the fact that acquirer banks are responsible for
certifying and onboarding of merchants to use the Payment
Gateway service, it is the responsibility of the acquirer bank to
ensure that every merchant is compliant with the security
requirements mandated as under:-

i) Merchant acquirer banks are required to obtain “self-
assessment questionnaire”, (as per the annexure) completed
by all online merchants operating in Oman, duly signed by the
authorized representative of the merchant establishment. On
receipt of the same from the merchants, the “Merchant
Acquirer Bank” is required to submit the said completed self-
assessment questionnaire to, the Manager, Information
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Security Management Department of the Central Bank on or

before September 1, 2019.

i) Acquirer Banks are also mandated to make completion of this
Security self-assessment questionnaire a Pre-requisite for any
New merchant on-boarded for processing e-commerce
pPayment in the country.

i) Acquirer Banks should also obtain such completed self -

4, In this regard, for any further information or clarification, licensed
banks may contact the Information Security Management
Department email: information.securitv@cbo.gov.om.

5. Banks are advised to be guided accordingly.

Best regards,

ah Al Mahrpogq;i
Vice Presjdent
Banking Oversight

Encl.: as above
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